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(57) Abstract: 



PURPOSE: A hacking control system is provided to ">- ^ am ^ Ba „„) 
embody a firewall system for grasping whether a M ^ l-ii 
service of an inputted packet is admitted and | 




transmitting a packet to an other internal computer "M — 
and a hacking preventing system for preventing that - — 



a packet is retrieved and the internal computer is 
hacked or attacked by one body, and control a 
hacking. CONSTITUTION: A packet hooking module 
(20) hooks a packet inputted through a network. A 
session state analyzing module(30) retrieves whether 
a session about a starting place host designated by 

information included in the packet hooked in the packet hooking module(20), changes information 
recorded in the session, and judges whether a service requested by the starting place host is admitted. An 
attack detecting module(70) analyzes the packet hooked in the packet hooking module(20), and detects a 
hacking or attack attempt. A packet discard module(80) discards a packet which is judged that a no- 
admission service is requested in the session state analyzing module(30) or is harmfully judged in the 
attack detecting module(70). A transmitting module(90) transmits a packet harmlessly judged in the attack 
detecting module(70) to an internal destination host according to session information associated with the 
packet. 
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